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• Fraud:
• a misrepresentation of a fact, made from one person to another, with 

knowledge of its falsity and for the purpose of inducing the other to act.

Social Network
• Fake Reviews
• Social Bots

• Misinformation
• Disinformation

• Fake Accounts

• Social Sybils
• Link Advertising

Finance
• Insurance Fraud
• Loan Defaulter

• Money Laundering
• Malicious Account

• Transaction Fraud

• Cash-out User

• Bitcoin Fraud

Others
• Advertisement
• Mobile Apps

• Ecommerce
• Crowdturfing

• Fake Clicks

• Game
• Account Takeover

Misbehaviors on the Web



Image from Jianyu Wang et. al. 2019. FdGars: Fraudster Detection via Graph Convolutional Networks in Online App Review System. WWW 2019.

(1) Graph Construction. (2) Training GNN on the Graph. (3) Classifying Unlabeled Nodes.

Key idea: the connected nodes are similar (homophily assumption)

GNN-based Fraud Detection
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Account-Device 
Heterogeneous Graph

• Task: malicious accounts detection in Alipay.

• The first paper leveraging the heterogeneous 
graph for fraud detection.

• Device types include UMID, MAC address, IMSI,
APDID (Alipay Fingerprint).

• Using attention mechanism to learn importance of 
different sub-graphs.

• Insight: Device Aggregation, Activity Aggregation

Blue: normal accounts
Yellow: malicious accounts
Other: different devices

GEM (CIKM’18)

Ziqi Liu, et. al. 2018. Heterogenous graph Neural Network for Malicious Account Detection. CIKM 2018.

https://arxiv.org/pdf/2002.12307.pdf


• Task: spam review detection on the Xianyu Platform.

• CIKM’19 Industrial Track Best Paper.

• Novel graph construction approach. Encoding
each heterogeneous entity separately.

• Verifying a sampling approach for graph construction.

User-Comment-Product Graph
+

Comment-Comment Graph

GAS (CIKM’19)

Ao Li, et. al. 2019. Spam Review Detection with Graph Convlutional Networks. CIKM 2019.

https://arxiv.org/pdf/1908.10679.pdf
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lAlleviating the Inconsistency Problem of Applying Graph Neural
Network to Fraud Detection. Zhiwei Liu, Yingtong Dou, Philip S. Yu,
Yutong Deng, Hao Peng. ACM SIGIR 2020.

lEnhancing Graph Neural Network-based Fraud Detectors against
Camouflaged Fraudsters. Yingtong Dou, Zhiwei Liu, Li Sun, Yutong
Deng, Hao Peng, Philip S. Yu. ACM CIKM 2020.

lReinforced Neighborhood Selection Guided Multi-Relational Graph
Neural Networks. Hao Peng, Ruitong Zhang, Yingtong Dou, Renyu
Yang, Jingyi Zhang, Philip S. Yu. ACM TOIS 2021.



研究背景01：图神经网络在欺诈检测领域的应用
欺诈节点特征

上下文不一致

功能不一致

关系不一致

连接良性实体

同一用户
连接不同评论

多种类型关系

Zhiwei Liu, et. al. 2020. Alleviating the Inconsistency Problem of Applying Graph Neural Network to Fraud Detection. SIGIR 2020.



研究背景02：欺诈者伪装
欺诈节点伪装

特征伪装

关系伪装

添加特殊字符

连接良性实体

Yingtong Dou, et. al. 2020. Enhancing Graph Neural Network-based Fraud Detectors against Camouflaged Fraudsters. CIKM 2020.



研究背景03：垃圾邮件审查检测
垃圾评论检测痛点

行为伪装

无效评论

复杂关系

添加特殊字符

同一用户不同
产品的评论

多种行为
映射关系

模拟良性行为

Hao Peng, et. al. 2021. Reinforced Neighborhood Selection Guided Multi-Relational Graph Neural Networks. TOIS 2021.

计算效率 快计算



2.研究思路

1

2

3

缓解图神经网络应用于欺诈检测不一致性问题

强化的图神经网络欺诈检测器对抗伪装欺诈者

强化的邻域选择稳定聚合的多关系图神经网络



研究工作1.GraphConsis框架

AGG C
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Zhiwei Liu, et. al. 2020. Alleviating the Inconsistency Problem of Applying Graph Neural Network to Fraud Detection. SIGIR 2020.



实验结果
针对邻居采样的对照

AUC的高得分证明了过滤不良实体的必要性

针对缓解特征不一致的对照

更高密度更接近实际的异构图

更复杂的图构建方式

Zhiwei Liu, et. al. 2020. Alleviating the Inconsistency Problem of Applying Graph Neural Network to Fraud Detection. SIGIR 2020.
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Multi-relation User Graph on a Review Platform

研究工作2. CARE-GNN模型

Yingtong Dou, et. al. 2020. Enhancing Graph Neural Network-based Fraud Detectors against Camouflaged Fraudsters. CIKM 2020.



研究工作2. CARE-GNN模型

• MLP单层节点标签预测
• 交叉熵定义损失函数
• 快速筛选相似邻居

• 强化学习指导的邻居选择器
• 自动选择过滤阈值而非视为超参数
• Top-p采样保留最相关的邻居

• 强化学习指导的过滤阈值作为权重
• 聚合来自不同关系的信息
• 综合考虑中心嵌入与邻居嵌入

• 改进
• 使用强化学习选择过滤阈值
• 根据过滤阈值聚合不同关系

Yingtong Dou, et. al. 2020. Enhancing Graph Neural Network-based Fraud Detectors against Camouflaged Fraudsters. CIKM 2020.



实验结果

包含对酒店和餐馆的良性实体评论与垃圾评论

包含对乐器的良性实体评论与垃圾评论

数据集特点
• 巨量真实节点
• 复杂异构关系
• 多种实体行为
• 较低欺诈比例

半监督学习快速训练模型

动态调整阈值强泛化能力

Yingtong Dou, et. al. 2020. Enhancing Graph Neural Network-based Fraud Detectors against Camouflaged Fraudsters. CIKM 2020.



强化学习有效性解释

邻
居
选
择
的
必
要
性

不
同
关
系
的
区
分
度

滤
波
阈
值
的
稳
定
性

模
型
综
合
表
现
对
比

自
适
应
滤
波
优
越
性

参数灵敏度分析
• 训练层数
• 欠采样比例
• 嵌入规模
• 相似损失权重

Yingtong Dou, et. al. 2020. Enhancing Graph Neural Network-based Fraud Detectors against Camouflaged Fraudsters. CIKM 2020.



研究工作3.RIOGNN框架

• 标签感知相似性度量
• 交叉熵定义损失函数
• GNN半监督过滤邻居

• RSRL框架指引邻居选择器
• 自动选择过滤阈值而非视为超参数
• Top-p采样保留最相关的邻居

• 强化学习指导的过滤阈值作为权重
• 聚合来自不同关系的信息
• 综合考虑中心嵌入与邻居嵌入

• GNN节点分类损失函数
• 相似性度量损失函数

改进
• 泛化能力更强的RSRL框架
• 计算效率更优的RSRL框架

Hao Peng, et. al. 2021. Reinforced Neighborhood Selection Guided Multi-Relational Graph Neural Networks. TOIS 2021.



相似性感知自适应邻居选择器

离散&连续空间下强化学习滤波阈值自适应选择

RSRL框架要点
• 递归选择更高精度阈值
• 连续动作空间离散化
• 标签感知距离度量作为状态
• 节点相似度视为奖励

Hao Peng, et. al. 2021. Reinforced Neighborhood Selection Guided Multi-Relational Graph Neural Networks. TOIS 2021.



欺诈检测任务应用

准
确
性
分
析

Hao Peng, et. al. 2021. Reinforced Neighborhood Selection Guided Multi-Relational Graph Neural Networks. TOIS 2021.



欺诈检测任务应用

• 多层GNN效果更优
• 多深度结构的快速准确收敛
• 过滤阈值作为关系间权重的优越性

RSRL框架要点
• 递归选择更高精度阈值
• 连续动作空间离散化
• 标签感知距离度量作为状态
• 节点相似度视为奖励
• 连续三次相同动作终止迭代

• RIOGNN在密集数据集上的显著优势

Hao Peng, et. al. 2021. Reinforced Neighborhood Selection Guided Multi-Relational Graph Neural Networks. TOIS 2021.



欺诈检测任务应用

不同关系的重要性对照奖励对照 RIOGNN变体对照（消融实验）

Hao Peng, et. al. 2021. Reinforced Neighborhood Selection Guided Multi-Relational Graph Neural Networks. TOIS 2021.



欺诈检测任务应用
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Hao Peng, et. al. 2021. Reinforced Neighborhood Selection Guided Multi-Relational Graph Neural Networks. TOIS 2021.
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Hao Peng, et. al. 2021. Reinforced Neighborhood Selection Guided Multi-Relational Graph Neural Networks. TOIS 2021.



未来工作

• 下一步希望能够完成的工作包括但不限于：

1

2

3

采用多智能体 RL 算法，进一步使 RioGNN 能够自适应地识别每个节点的
有意义的关系，而不是手动定义关系，以实现异构数据的自动表示学习。

研究如何将我们的模型扩展到强动态图数据场景分析和应用任务。

跨平台多语言的异常社交用户检测，联邦检测



THANKS

谢谢各位老师和同学，敬请批评指正！

penghao@buaa.edu.cn
https://penghao-bdsc.github.io/


