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Misbehaviors on the Web

 Fraud:

* a misrepresentation of a fact, made from one person to another, with
knowledge of its falsity and for the purpose of inducing the other to act.

Social Network
Fake Reviews

Social Bots
Misinformation
Disinformation
Fake Accounts
Social Sybils
Link Advertising

Finance

Insurance Fraud

Loan Defaulter

Money Laundering

Malicious Account
Transaction Fraud

Cash-out User

Bitcoin Fraud

Others
Advertisement

Mobile Apps
Ecommerce
Crowdturfing
Fake Clicks
Game

Account Takeover
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GNN-based Fraud Detection

Logs
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(1) Graph Construction. (2) Training GNN on the Graph. (3) Classifying Unlabeled Nodes.

Key idea: the connected nodes are similar (homophily assumption)

Image from Jianyu Wang et. al. 2019. FdGars: Fraudster Detection via Graph Convolutional Networks in Online App Review System. WWW 2019.
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A History of GNN Fraud Detection (80+Papers)

GraphRAD GeniePath BitGCN
MLG@KDD’18 AAAI'19 ADF@KDD’19
GEM InsurGNN GAS
CIKM’'18 SIGIR’19 CIKM’'19
CARE-GNN GraphRfi SemiGNN
CIKM’20 SIGIR’20 ICDM’19
@ @ @ O @
GraphConsis Bi-GCN Player2Vec
SIGIR’20 AAAI'20 CIKM’'19
GAL APAN IHGAT
CIKM’20 SIGMOD’19 KDD’21
O O O O O O
MvMoE DCI RioGNN
WSDM’21 SIGIR’21 TOIS’21



https://www.mlgworkshop.org/2018/papers/MLG2018_paper_12.pdf
https://arxiv.org/pdf/2002.12307.pdf
https://arxiv.org/pdf/1802.00910.pdf
https://dl.acm.org/doi/pdf/10.1145/3331184.3331372
https://arxiv.org/pdf/1908.02591.pdf
https://arxiv.org/pdf/1908.10679.pdf
https://arxiv.org/pdf/2008.08692.pdf
https://arxiv.org/pdf/2005.00625.pdf
https://arxiv.org/pdf/2005.10150.pdf
https://arxiv.org/abs/2001.06362
https://ieeexplore.ieee.org/document/8970829
http://mason.gmu.edu/~lzhao9/materials/papers/lp0110-zhangA.pdf
http://www.meng-jiang.com/pubs/gal-cikm20/gal-cikm20-paper.pdf
https://dl.acm.org/doi/pdf/10.1145/3437963.3441743
https://arxiv.org/pdf/2011.11545.pdf
https://dl.acm.org/doi/10.1145/3404835.3462944
https://dl.acm.org/doi/pdf/10.1145/3447548.3467142
https://arxiv.org/pdf/2005.00625.pdf
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GEM (CIKM’18)

2% 2
\\ /

» Task: malicious accounts detection in Alipay.

o "%

Blue: normal accounts
: malicious accounts
Other: different devices

» The first paper leveraging the heterogeneous
graph for fraud detection.

» Device types include UMID, MAC address, IMSI,
APDID (Alipay Fingerprint).

s .  Using attention mechanism to learn importance of
N different sub-graphs.

Account-Device - Insight: Device Aggregation, Activity Aggregation
Heterogeneous Graph

Ziqi Liu, et. al. 2018. Heterogenous graph Neural Network for Malicious Account Detection. CIKM 2018.


https://arxiv.org/pdf/2002.12307.pdf
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GAS (CIKM’19)

[ classifier 7

Task: spam review detection on the Xianyu Platform.

[z |2 [ 2 | s |
S /,1 /1 v

| Heterog/;neous/GCN | | \GCN

ii « CIKM’19 Industrial Track Best Paper.
N e\ N 1
dalh

is 2 | * Novel graph construction approach. Encoding

s each heterogeneous entity separately.

A

Xianyu Graph Comment Graph o

Verifying a sampling approach for graph construction.

User-Comment-Product Graph
+

Comment-Comment Graph

Ao Li, et. al. 2019. Spam Review Detection with Graph Convlutional Networks. CIKM 2019.
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® Alleviating the Inconsistency Problem of Applying Graph Neural
Network to Fraud Detection. Zhiwei Liu, Yingtong Dou, Philip S. Yu,
Yutong Deng, Hao Peng. ACM SIGIR 2020.

® Enhancing Graph Neural Network-based Fraud Detectors against
Camouflaged Fraudsters. Yingtong Dou, Zhiwei Liu, Li Sun, Yutong
Deng, Hao Peng, Philip S. Yu. ACM CIKM 2020.

INAINOD

® Reinforced Neighborhood Selection Guided Multi-Relational Graph

Neural Networks. Hao Peng, Ruitong Zhang, Yingtong Dou, Renyu
Yang, Jingy1 Zhang, Philip S. Yu. ACM TOIS 2021.
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@ e : @ O Feature Vector
EI: Context Vector Sl 1T
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Left: Inconsistency Problem |

—————————————————————————————————————————————

Zhiwei Liu, et. al. 2020. Alleviating the Inconsistency Problem of Applying Graph Neural Network to Fraud Detection. SIGIR 2020.
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Figure 1: Two types of fraudster camouflage. (1) Feature cam-
ouflage: fraudsters add special characters to the text and
make it delusive for feature-based spam detectors. (2) Rela-
tion camouflage: center fraudster connects to many benign
entities under Relation II to attenuate its suspiciousness.

REPEE EERRIESLIR

Yingtong Dou, et. al. 2020. Enhancing Graph Neural Network-based Fraud Detectors against Camouflaged Fraudsters. CIKM 2020.
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| Review

Belong to the same user
----------------------- Belong to the same number of stars
............ Belong to the same product
——————— Belong to the same word count level
-—rmemema Contains special characters

P ERIPEIE

— — — Located in the same city —_—
: ] Organic Review [ | Spam Review ﬁ& *¢ ;fj- ’\ '
Relational Fraud Detection Graph Heterogeneous Fraud Detection Graph &j—\%% H%%j.% ?
(a) An MR-Graph example for fraud review detection. (b) A HIN example from review data [4, 93]. 75

Fig. 1. Graph Modeling in Fraud Review Detection.

 ume A

Hao Peng, et. al. 2021. Reinforced Neighborhood Selection Guided Multi-Relational Graph Neural Networks. TOIS 2021.
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BeEBs Y (u,v) = exp( Hh(l
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Zhiwei Liu, et. al. 2020. Alleviating the Inconsistency Problem of Applying Graph Neural Network to Fraud Detection. SIGIR 2020.
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Table 1: The statistics of different graphs.

EHRISRERREAINIE Graph | #Nodes  #Edges |y y(9 "
@ Cora 2,708 5,278 0.72 0.81
L
e TR S E = PPI 14,755 225,270 0.48 0.98
© | Reddit 232,965 11,606,919 - . 0.70  0.63
R-U-R 45,954 98,630 0.83 0.90
2 | R-T-R 45,954 12147232 0.79  0.05
5 R-S-R 45,954 6,805,486 0.77  0.05
EERIIEMETT Yelp-ALL ~ 45954 7,693,958 - 0.77  0.07

Table 2: Experiment results under different training %.

40% 60% 80%
Method FI__AUC __F1____AUC __Fl___ AUC
LR 04647 0.6140 0.4640 0.6239  0.4644  0.6746 AUCHIE{E4FIE 713 VAR B SR A B
GraphSAGE 04956 05081 ~ 0.5127 05165 05158  0.5169
FdGars 0.4603 05505 _ 0.4600 ~ 0.5468  0.4603 _0.5470
Player2Vec -0.4608 05426  0.4608  0.5697  0.4608  0.5403 SRR BRI

GraphConsis 0.5656 0.5911 0.5888 0.6613 0.5776 0.7428

Zhiwei Liu, et. al. 2020. Alleviating the Inconsistency Problem of Applying Graph Neural Network to Fraud Detection. SIGIR 2020.
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3R TAE2. CARE-GNN1&EE

/ RN
/| Click this \
I1nk to !
win©2200 | ! Feature Camouflage
\\ ,//

&’ Benign User

a Fraudster | .
v ﬁ.Re.at.on. Relation Camouflage

_ Relation |l /

Multi-relation User Graph on a Review Platform

Yingtong Dou, et. al. 2020. Enhancing Graph Neural Network-based Fraud Detectors against Camouflaged Fraudsters. CIKM 2020.
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Figure 2: The aggregation process of proposed CARE-GNN at the training phase. )
Lcare = LonN + A1 L + 42((0]]2,

+  MLPEET ARSIl - BUFIESHIEERES - BUFIESHTIEREFEINE
© RXIEEMIRKEREL - BalEFRJiEEETmIMLAESE - REREFEXRYER
- RETBIERIASBE * Top-pXREFRERBEXRAIBE ©  GEFBEPUOBRANSPFERA

Yingtong Dou, et. al. 2020. Enhancing Graph Neural Network-based Fraud Detectors against Camouflaged Fraudsters. CIKM 2020.
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Table 2: Dataset and graph statistics.

#Nodes . Avg. Feature Avg. Label
(Fraud%) Relation  Skdges Similarity  Similarity
RS S R-U-R 49,315 0.83 0.90
. S 2| 45954 R-T-R 573,616 0.79 0.05 ot By F—
. Ei%@;"% ;3‘ (14 5%) R-S-R 3’402,743 0.77 0.05 @@Xﬁ?@ﬁ*”%ﬁﬁ E’\J E’&;Wl¥l@'§iii&1:|:le
. gﬁgﬁt’_% ALL 3,846,979 0.77 0.07
) i’*ﬁﬁ*”"ﬁﬁﬂ;ﬂ » UP-U 175608 0.61 0.19
AL EGEAT Q | 11,944 U-S-U 3,566,479 0.64 0.04 ) O /o AT e b AT ST
g (9.5 %) U-V-U 1,036,737 0.71 0.03 @lgyj/%ﬁgﬂg EII\E%{Z'SL:Flbl—ﬁiMi&I«:F-Lb
= ALL 4,398,392 0.65 0.05

Table 3: Fraud detection performance (%) on two datasets under different percentage of training data.

: : Graph- | Genie- | Player- | Semi- | Graph- || CARE- | CARE- | CARE- | CARE-
Metric |"Train%)| GCN | GAT | RGCN | ¢,k | Path | 2Vec | GNN [ Consi|| A#t | Weight | Mean | GNN
5% 1| 5498 | 56.23 | 5021 | 5382 | 5633 | 5103 | 5373 | 6158 | 6608 | 7L10 | 6983 | 7126
aue || 10% | 5094 | s5as | ssaz | se20 | se29 | soas | ses | 6207 || 721 | 7102 | 7185 | 7331
20% | 53.15 | 57.69 | 5505 | 5612 | 5732 | 5156 | 5155 | 6231° || 7326 | 7432 | 7332 | 7445
= 0% || 5247 | 5624 | 5338 | 5400 | 5591 | 5365 | 5158 | 6207 ||| 7498 | 7442 | 7477 | 7570 o s
2 5% 1| 5512 | 5468 | 5038 | 5425 | 5233 | 5000 | 5228 | 6260 || 6352 | 6664 | 68.05 | 6753 F NI PE) || GRE
Recatl || 1% | 5110 | 5234 | 5175 | 5223 | sa35 | s000 | 5257 | 6208 | 7238 | 6835 | 892 | 6777
20% | 5387 | 5320 | 5092 | 5269 | 5484 | 5000 | 5216 | 6235 || 6834 | 6907 | 69.48 | 68.60
0% || 5081 | 5452 | 5043 | 5286 | 5094 | 5000 | 5059 | 6208 ||| 7113 | 7022 | 925 | 7192 o - Lo
5% | 7444 | 7389 | 7512 | 7071 | 7156 | 7686 | 7025 | 8546 || 8949 | 8936 | 8935 | 89.54 VAR S BRI Z (LR
aue || 10% o 7525 | 7ass | 7413 | 7397 | 7223 | 7573 | 7621 | 8529 8958 | 8937 | 8943 | 944
- 20% | 75.13 | 72.10 | 7558 | 7397 | 7189 | 7455 | 7398 | 8550, || 8958 | 89.68 | 8934 | 89.45
g 0% || 7434 | 7516 | 7468 | 7527 | 7265 | 5694 | 7035 | 8550 ||| 8970 | 8969 | 8952 | 89.73
E 5% | 6554 | 6322 | 6423 | 6909 | 6556 | 5000 | 6329 | 8549 || 8822 | 8831 | 8802 | 8834
| Reeanr || 10% | 6781 | 6584 | 6722 | 6936 | ess3 | s000 | 6332 | 8538.| 8787 | 8836 | ssaz | 8829
20% | 66.15 | 67.13 | 6508 | 7030 | 6508 | 5000 | 6128 | 8559 || 8840 | 8860 | 8800 | 8827
0% || 67.45 | 6551 | 6768 | 7016 | 6541 | 5000 | 6289 | 8553 || 8841 | 8845 | 8822 | 88.48

Yingtong Dou, et. al. 2020. Enhancing Graph Neural Network-based Fraud Detectors against Camouflaged Fraudsters. CIKM 2020.
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Figure 3: The training process and testing performance of CARE-Weight on Yelp (upper) and Amazon (lower) dataset.
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Yingtong Dou, et. al. 2020. Enhancing Graph Neural Network-based Fraud Detectors against Camouflaged Fraudsters. CIKM 2020.
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Hao Peng, et. al. 2021. Reinforced Neighborhood Selection Guided Multi-Relational Graph Neural Networks. TOIS 2021.
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D Epoch D
0 i
1) Observe the current state and reward:
State = s; Reward =r
2) Update RL function:
RL « (State = s, Action = 0.5, Reward =r)
Z 3) Predict Epoch 2 action:
< 1.0 Action = RL(State = s) =0.8
= 4) Discard node:
=) 0.25
: @)
>~
4 025 1.0 @ h
s Unselected
(Maximum number of neighbors: 547, D=3) v (Maximum number of neighbors: 84, D=2) 8 nselected p; (] Unselected p,
The best p,. at the current depth Etn
Epacn Es
- 0.5 P l 0.5 ZZZ Action range update flag RS R L E7|< VAY)
& e D e ST e o LA S TR . . —_—— S
:5 o G S 1 N ! S 1 % zeighbor :ode with sampling order x ° ]% I}a ]#E?:%E I%*EEE 'E |E-a {E
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e | 0 NS s bt - 879 0.602536645381037455 :P 0.602536645381037465 — —_ NEREN
= K‘ N }‘Eﬁ < "I:I'— j(
g g 0.6025366453810374657634777665577666 * *lj‘mlm\%DEEII:E.II XE«Ejﬂ ’Iklm\
< . : T = \ SN
(Maximum number of neighbors: 10*¢, D=1) v (Maximum number of neighbors: 1032, D=2) C -Ij ,§$E1Ll ,E}mjg ’Igb_j}J
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Hao Peng, et. al. 2021. Reinforced Neighborhood Selection Guided Multi-Relational Graph Neural Networks. TOIS 2021.
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Yelp Amazon
Model . . : _
@8 AUC Recall AUC Recall
5%  10% 20% 40% | 5% 10% 20% 40% || 5%  10%  20%  40% | 5% 10% 20%  40%
GCN 5498 50.94 5315 5247 | 53.12 5110 53.87 5081 || 7444 7525 75.13 7434 | 6554 67.81 6615 67.45
GAT 56.23 5545 57.69 56.24 | 54.68 5234 5320 5452 || 7389 7455 7210 7216 | 6322 6584 6713 65.51

GraphSAGE | 53.82 5420 5612 54.00 | 54.25 5223 52.69 5286 || 7071 73.97 73.97 7527 | 6909 6936 7030 70.16

RGCN 50.21 55,12 5505 53,38 | 50.38 5175 5092 5043 || 7512 7413 7558 7468 | 6423 67.22 6508 67.68
GeniePath 56.33 56.29 5732 55.91 | 52.33 5435 5484 5094 || 7156 72.23 7189 7265 | 6556 66.63 6508 6541
Player2Vec 51.03 50.15 5156 53.65 | 50.00 5000 50.00 5000 || 7686 7573 7455 5694 | 5000 5000 5000 50.00
SemiGNN 53.73 51.68 5155 51.58 | 52.28 5257 52.16 5059 || 7025 76.21 7398 7035 | 6329 6332 6128 6289

GraphConsis | 61.58 62.07 6231 62.07 | 62.60 6208 6235 6208 || 8546 85.29 8550 8550 | 8549 8538 8559 85.53
GAS 5443 5258 5251 52.60 | 53.40 5326 5337 5161 || 7140 7749 7451 7103 | 6431 6457 6208 63.74
FdGars 61.77 62,15 6281 62,66 | 62,83 6216 62,73 6240 || 8558 8541 8588 8581 | 8583 8573 8584 8593

GrathAS” 5293 54.69 5673 5446 | 5240 5415 55.69 56.16 || 7101 7248 73.52 7605 | 6917 6948 7035 70.16

GraphNAS 53.26 5531 57.15 55.59 | 53.69 5547 56.04 5700 || 7241 73.04 7358 7625 | 7036 70.53 7173 7188
Policy-GNN" | 54.04 5573 5930 60.60 | 53.08 5535 58.75 5999 || 7220 73.30 74.11 77.20 | 70.10 71.20 7308 74.44
Policy-GNN | 55.75 56.29 6001 6152 | 54.15 5616 5895 6033 || 7369 7406 7529 7885 | 7134 7246 7455 76.70

CARE-GNN | 71.26 7331 7445 7570 | 67.53 6777 68.60 7192 || 8954 8944 8945 8973 | 8834 88.29 8827 8848

R10GNN 8197 83.72 8231 83.54 (7533 7578 7551 76.19 || 9544 9541 95.63 96.19 | 90.17 89.48 89.51 89.82

Table 4. Fraud Detection results (%) compared to the baselines,
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Table 6. Fraud detection clustering results (%) compared to RIoGNN variants.

° g G NN?% i%%'ﬁt Dataset !\I':Ie;;ilc R103Gi\18N 2l BIC;-;NN Rog-;}:N RI(?;)\“ RIOI-;ngSight RIC;-zlean RI;)ZG.;N
* =2 5 e ARI 6.12 11.84 16.61 11.88 15.88 8.80 16.45
. ,J,ﬁ EA 151’5 jj x ,?J—\\ EIER SRR e P 58.87 59.83 57.81 55.76 58.76 58.72 61.26
ARI 76.53 77.38 76.09 76.54 76.73 76.51 78.40
Table 5. Fraud Detection classification results (%) compared to RIoGNN variants.
Yelp Amazon
f 3 sz = N
e AUC  Recall | AUC __ Recall * RIOGNNEEEHEE LB EMRE
R10GNN 4 76.01 63.15 91.28 72.46
BIO-GNN 78.67 71.21 95.47 88.35
ROO-GNN 83.59 75.56 95.58 89.22
RIO-Att 78.65 71.69 93.97 83.78
RIO-Weight 80.40 72.83 96.25 89.61
RIO-Mean 77.84 71.43 94.57 89.47 Siass
RIOGNN 83.54 75.55 96.19 88.66 0.030 i s | - i
s 0.061
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Fig. 7. Scores of Multi-Layer RioGNN on Yelp.
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Fig. 8. The impact of recursive framework on computational efficiency.
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Table 10. Results (%) compared to different RL algorithms and strengthening strategies.

o | Methods Yelp Amazon | MIMIC-III

| ; - AC [50] 83.54 96.19 81.36

| | g DON [69] 84.08 95.13 80.96

| ; a PPO [86] 80.52 94.99 80.98

| RS | 2 AC [50] 81.31 94.72 80.98

¢ R 5 | DDPG [55) 83.80 95.39 81.17

- RL ; - SAC [31] 80.42 94.76 80.87

- HE S | TD3[23] 84.18 95.11 81.51
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_______ Fig. 11. Depth and Width for Different Task Scenarios.
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